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ABSTRACT
Personal privacy versus public safety is a rights trade-off that has been brought into sharp focus by the COVID-19
pandemic, with flow-on implications for the success of contract tracing regimes implemented across Australia. These
contact tracing regimes depend upon the supply of accurate information by individuals, which in turn depends upon
the trust that is placed in health authorities and other government officials to handle personal information with care.
A range of different laws govern the collection and use of personal information by health authorities at the federal
level and in each Australian state or territory. Understanding these rules might help us to work out ways to ensure
that everyone in our community feels like they can tell the truth when it matters most. Using a case study from South
Australia, this article reviews existing legislative, regulatory and policy frameworks that currently apply to the collection and use of personal information in health care and highlights the tension between creating incentives to share
personal information and policing compliance with COVID-19 laws and ensuring robust legal protection for sensitive
personal information. Relevant lessons from the South Australian experience are then extrapolated for consideration by other Australian jurisdictions, with a view to identifying what safeguards and protections could be included
in current legal frameworks governing the use, sharing and disclosure of personal information in health care settings
to help resolve the current tension between protecting individual privacy and promoting public health.
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1.

INTRODUCTION

Since the start of the COVID-19 pandemic in March
2020, Australians have learnt the hard way that one person's approach to information-sharing with contact
tracers can lead to serious restrictions on our freedoms
and economic activities (see e.g. Harpur, 2020). There
are many reasons why a person might not tell the whole
truth when sharing information with contact tracers,
particularly if they are on a visa or reliant on insecure
work. They might be simply doing the wrong thing, but
they may also be worried about being deported from
Australia or how to feed their families, or that their
friends or loved ones will get in trouble with the police.
There are also many different laws that apply to the circumstances in which information provided to health officials can or must be shared with other government
agencies including the police. Understanding these rules
might help us to work out ways to ensure that everyone
in our community feels like they can tell the truth when
it matters most.
1
2

A range of different laws govern the collection and
use of personal information by health authorities at the
federal level and in each Australian state or territory.
For example, at the federal level the Privacy Act 1988
(Cth) (herein after the Privacy Act) sets limits on the
purposes for which personal information can be collected and shared among public authorities and includes a set of Information Privacy Principles1 that set
out the minimum standards for how personal information should be managed. This includes the principle
that personal information should only be collected for a
purpose aligned with the agency’s functions (such as
provision of health services) and that sensitive information should not be shared without the person’s informed consent.2 However, there are exceptions to
these principles; for example, when the sharing of personal information is required or authorised by law or if
thought to be necessary to lessen or prevent a serious

Privacy Act 1988 (Cth) s 14, sch 1.
Australian Privacy Principle 3—collection of solicited personal information: Privacy Act 1988 (Cth) Sch 1 cl 3.
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threat to public health, safety or welfare.3 In some Australian jurisdictions, such as the Australian Capital Territory (ACT), Victoria and Queensland, additional protections apply to the handling of personal information
in human rights legislation that protects an individual’s
rights to privacy.4 Complaints can be made to human
rights commissioners or information privacy commissioners, if personal information has been misused or unlawfully collected or disclosed. In other places, such as
South Australia, there is no standalone right to personal
privacy, but South Australian public agencies are required to follow the Information Privacy Principles and
comply with special Cabinet directives about the handling of personal information.5

This article reviews existing legislative, regulatory
and policy frameworks that currently apply to the collection and use of personal information in health care,
and highlights the tension between creating incentives
to share personal information and policing compliance
with COVID-19 laws and ensuring robust legal protection for sensitive personal information. Relevant lessons from the South Australian experience are then extrapolated for consideration by other Australian jurisdictions, with a view to identifying what safeguards and
protections could be included in current legal frameworks governing the use, sharing and disclosure of personal information in health care settings to help ‘strike
the right balance’ between individual privacy and the
protection of public health.

This patchwork of different laws and rules governing the handling of personal information in the context
of COVID-19 contact tracing gives rise to some particularly tricky questions, including the question of who
makes the decision that certain personal information
should be disclosed to another authority and what factors should be considered before making that disclosure, including the potential impact on the individual
(who may face very serious legal consequences including arrest or visa cancellation) and the potential impact
on the public trust in the process of engaging with contact tracers. These questions and consequences are exacerbated by the fact that, during the COVID-19 pandemic, executive bodies and statutory officer holders
such as Chief Health Officers and Commissioners of Police have been given wide discretionary powers to develop new directions and impose penalties for breaches
without the need for Parliamentary approval, creating a
particularly dynamic legal environment when it comes
to determining what conduct is inside or outside the
law.

The article begins with a brief overview of key
terms, before turning to describe the key features of the
legal framework governing the use, sharing and disclosure of personal information in health care settings in
South Australia. Reflecting on the qualitative study conducted during 2020-2021 by the University of South
Australia (Moulds et al. 2021), the article concludes by
offering lessons for other Australian jurisdictions about
the complex relationship between the right to privacy
and broader public health interests in the context of the
COVID-19 pandemic.
2.

UNDERSTANDING KEY TERMS

In order to investigate the complex relationship between the right to privacy and the need to protect the
public, it is important to describe some of the key terms
and concepts discussed in this article. In particular, it is
useful to get a general understanding of the processes
involved in ‘contact tracing’ in the context of the COVID19 pandemic, and to describe what type of information
constitutes ‘personal information’ in the context of

3

Privacy Act 1988 (Cth) ss 16A – 16B.
See, eg, Charter of Human Rights and Responsibilities Act 2006 (Vic) s 13; Human Rights Act 2004 (ACT) s 12; Human Rights Act
2019 (Qld) ss 25, 66(1)(d), 73(4). However, these jurisdictions have continued to attract criticism and concern with respect to the handling of personal information, see e.g Editorial, ‘Police witless’ The Saturday Paper, 26 June 2021.
5
Government of South Australia, 2020. Information Privacy Principles (IPPS) Instruction, Premier and Cabinet Circular, PC012,
May, cls 7-8.
4
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health care settings. It is also useful to understand the
legal character of the idea of a ‘right to privacy’ in Australia.
2.1. WHAT IS ‘CONTACT TRACING’ AND HOW DOES IT FIT
INTO TO A COVID-19 RESPONSE?

Until recently, the term ‘contact tracing’ did not feature
widely in public discourse, although it has been a practice employed by public health officers for many years.
For example, the South Australian Department of Health
had a well-established contact tracing team in place
long before the outbreak of COVID-19, that had proven
to be highly effective at documenting and controlling the
spread of communicable diseases such as meningococcal and tuberculosis (SA Health 2020). The central idea
behind ‘contact tracing’ is to map how a disease spreads
within a certain community by documenting the different people an infected person has come into contact
with, and the different places the person has been
(Watts, 2020). Often contact tracing is accompanied by
measures to isolate and treat the infected person, and in
some instances, isolate and treat the infected person’s
contacts. The role of contact tracers is to identify and
contact all close contacts of someone who has tested
positive to coronavirus, and then to identify and contact
‘second generation contacts’ (Purtill 2020, Burdon and
Wang, 2021, p. 35)), with a view to identifying, and
where appropriate isolating, those who have been exposed to an infectious person before they themselves
become infectious (Keeling, Hollingsworth and Read
2020, p. 865), therefore stopping or slowing the spread
of the disease.
The process is resource and time intensive because
it entails a detailed interview carried out by skilled interviewers who spend many hours speaking with a case
extracting and documenting information. The manual
process of interviewing and documenting can be supported by digital tools that help to streamline the process in several ways, including initiating contact with
cases, sending out secure electronic surveys and organising the information for risk assessments (Centres for
Disease Control and Prevention 2021). The system
6

depends heavily on (a) the willingness of individuals to
share accurate personal information with contact tracers, and (b) the speed at which contact mapping can occur. A systematic review by Juneau et al. found that contact tracing is most effective when someone is isolated
within two to three days of developing symptoms, and
80 per cent of their contacts are quarantined; and that
once contact tracing delays reach four to five days and
the percentage of secondary contacts quarantined
drops to 60 per cent, the contact tracing is no longer effective (Juneau et al. 2020, p. 14).
As the world began to learn more about the disease
of COVID-19 and the rate at which the disease transmits
across different communities (World Health Organisation 2020a, 2020b), contact tracing and the requirement to self-isolate became widely recognised as an essential strategy for containing the spread of COVID-19
(Housen 2020, p. 11; see also Hart and Yarwood 2020).
Pre-existing contact tracing teams in Australia and
elsewhere were given additional staff and resources,
new powers (including new powers to compel people to
provide them with personal information)6 and access to
new technologies designed to assist in the collection of
personal information (such as the COVIDSafe App and
QR codes). New software for recording contacts has
been developed to help speed up the process and a sustained focus has been on isolating identified contacts
and even potential contacts from the rest of the community as part of the broader public health response to the
COVID-19 pandemic.
The following steps are typically involved in the
contact tracing process in South Australia and reflect
similar contract training regimes in other Australian
states and territories:
(1) When someone tests positive for COVID-19, a
public health officer or nurse from the Communicable
Disease Control Branch (CDCB) will contact that person
to ask them about their illness. They collect a day-byday account of everything the person has done, the
places they have visited and the people they were in

Emergency Management Act 2004 (SA) s 25(2)(ka).
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contact with. Some interviews take well over an hour
(SA Health 2021a).
(2) In the absence of (or in conjunction with) any
smartphone application that stores information about
the date, time and locations people have visited, the contact tracing process relies on people to recall information about their movements and social interactions
in order to identify ‘close contacts’. A close contact is
someone who spends more than 15 minutes of face-toface contact within 1.5 metres while the person was infected with COVID-19 (SA Health 2021b).
(3) It is helpful if interviewees know the contact details of their social contacts, but this is not always possible. If someone has been to a bar or restaurant or caught
public transport, then it is highly unlikely they will be
able to provide names and contact details of potential
close contacts. If it is hard to track people down, the contact tracing process can quickly become overwhelmed
(Purtill 2020).
(4) The findings from the contact tracing interview
are discussed with a senior public health officer or public health doctor. A risk assessment is undertaken to
identify people who need to be quarantined, and to help
identify any gaps in the information collected. Consideration and priority may depend on whether or not people
were in a closed room, or an aeroplane, for example.
(5) A team of public health officers then contacts
each person to provide health information and to direct
them to quarantine for a period of 14 days since their
exposure.7 People subject to such an order are entitled
to have their privacy respected and to have the benefit
of patient confidentiality,8 but as will be discussed further below Paper, the legal obligations to keep this information confidential are complex and subject to a
range of exceptions.

At each stage in this process, contact tracers rely on
the provision of sensitive personal information – such
as where a person has been and who they have seen from infected and potentially infected persons. In addition, contact tracing teams have become increasingly reliant on technological aids such as Apps and codes to assist in gathering and verifying this information.
As discussed later in this article, the quantity and
sensitivity of personal information being shared as part
of this process greatly surpasses most other transfers of
information between citizens and government authorities. As Yang, Heemsburgen and Fordyce observe, this
form of government intervention has become somewhat socially accepted in the name of public health
(Yang, Heemsburgen and Fordyce 2021, p. 194; see also
Lewandowsky et al. 2021). As the South Australian case
study suggests (Moulds et al. 2021; see also Moulds
2020a), the willing transfer of this type of sensitive personal information is based on both a shared commitment among the Australian community to cooperate
with public health efforts designed to combat the spread
of COVID-19, and underlying trust in public health authorities to handle this information with care and restraint. As explored further below, this shared commitment and trust is fragile and may be at risk, particularly
in the absence of ongoing evidence-based justifications
for the effectiveness of contact tracing as a means of
combatting the spread of COVID-19, or by the lack of
clear legal safeguards to ensure sensitive personal information provided by individuals is not misused by
public officials
2.2. THE RIGHT TO PRIVACY AND THE LAW IN AUSTRALIA

It is important to note as a starting point that there is no
standalone right to privacy at the federal level in Australia,9 although there are a range of legislative and

7

South Australian Public Health Act 2011 (SA) s 75. See also s 90 which details the application of the Emergency Management Act
2004 (SA) where a designated officer may exercise the powers under s 25(2), for example the direction to isolate from others under the
Emergency Management Act 2004 (SA) s 25(2)(fb) and the Mental Health Act 2009 (SA) s 90(3)(a).
8
South Australian Public Health Act 2011 (SA) s 14(5)(a).
9
The right to privacy is protected at the international level. See, eg, Article 17 of the International Covenant for Civil and Political
Rights which provides: “1. No one shall be subjected to arbitrary or unlawful interference with his [sic] privacy, family, home or
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regulatory protections that operate to limit the use, disclosure and sharing of personal information in certain
contexts. For example, at the federal level, the Privacy
Act governs how personal information is handled by
federal government agencies and any organisation with
an annual turnover of more than $3 million.10 The Office
of the Australian Information Commissioner (OAIC) is
the independent national regulator for privacy and freedom of information in matters relating to federal government agencies.11 Examples of federal agencies include the Australian Taxation Office, the Department of
Defence, the Department of Home Affairs and the Department of Human Services.12
The use of personal information by state government agencies is governed by state legislation and other
instruments and overseen by state-based privacy committees or information commissioners (OAIC 2021). In
NSW, Victoria and the ACT, privacy laws relating to the
use of health information apply to both the public and
private sector,13 whereas Queensland, the Northern Territory and Tasmania have privacy laws that only apply
to public sector health service providers.14 In Victoria,
ACT and Queensland where human rights legislation is
in force, there is also a human rights framework for assessing the privacy impact of laws and policies and for
handling privacy complaints.15 Western Australia and
South Australia do not have legislation specifically concerning privacy, however avenues for complaints relating to health services and privacy still exist in these jurisdictions (OAIC 2021). In South Australia, privacy
complaints relating to state departments, for example
the Department for Correctional Services, the South
Australian Housing Authority, the Department for Child

Protection, are handled by the Privacy Committee of
South Australia (herein after ’the Privacy Committee’).
As noted by the Australian Law Reform Commission
(ALRC) in For Your Information: Australian Privacy Law
and Practice, even in jurisdictions where the ‘right to
privacy’ is protected or acknowledged in law, this right
is not absolute (ALRC 2008, p. 104). The right to personal privacy involves a balance of competing rights and
interests (ALRC 2008, p. 104), including public health,
which the National Health and Medical Research Council describes as a balance between the public interest in
protecting individual privacy and the public interest in
using that information for the benefit of others (National Health and Medical Research Council 2004, p. vii).
In the context of the relationship between the right
to privacy and personal information in health care settings this gives rise to complex, and at times inconsistent, legal frameworks as lawmakers struggle to ‘get
the balance right’. As White, McDonald and Willmott explain:
In Australia, the Privacy Act 1988 (Cth) protects
personal, including health, information. In some jurisdictions, health information has been protected
separately. This has resulted in overlapping and
sometimes inconsistent legislation. Although recent amendments to the Privacy Act 1988 (Cth)
have provided greater clarity, problems of overlaps
and inconsistencies remain (White, McDonald and
Willmott 2018, p. 397).
In their review of Australian privacy laws relating to
health information, Lovett et al highlight the implications of getting the balance wrong. Lovett et al noted
that (at the time of review) provisions for the disclosure

correspondence, nor to unlawful attacks on his [sic] honour and reputation. 2. Everyone has the right to the protection of the law
against such interference or attacks”: International Covenant for Civil and Political Rights, opened for signature 16 December 1966,
999 UNTS 171 (entered into force 23 March 1976).
10
Privacy Act 1988 (Cth) ss 6C-6F.
11
https://www.oaic.gov.au/ Accessed 9/12/2021
12
For a list of federal government departments and agencies see: https://www.directory.gov.au/departments-and-agencies.
13
For example Health Records and Information Privacy Act 2002 No 71 (NSW) s 11; Health Records Act 2001 (Vic) s 1; Health Records (Privacy and Access) Act 1997 (ACT) s 4.
14
For example Information Privacy Act 2009 (Qld); Information Act 2002 (NT); Personal Information and Protection Act 2004 (Tas).
15
See Charter of Human Rights and Responsibilities Act 2006 (Vic) s 13; Human Rights Act 2004 (ACT) s 12; Human Rights Act
2019 (Qld) ss 25, 66(1)(d), 73(4).
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of identified health information for research purposes
were lacking in the ACT, in this case impeding health research regarding the extent of underutilisation of the
public hospital system by Aboriginal people (Lovett et
al. 2008). This type of research is one benefit that must
be balanced against the right to privacy. Subsequently,
ACT law was amended to allow for access to identified
health information under controlled circumstances to
facilitate future health research (Lovett et al. 2008, p.
284).
In the context of the COVID-10 pandemic, scholars
such as Leins, Culnane and Rubinstein (2020a), and
Yang, Heemsburgen and Fordyce (2021), suggest that
the pendulum may have swung too far in the other direction. As governments and parliaments have sought
to respond swiftly to public concern and fear about the
potentially devasting health impacts of the disease,16 the
challenge to ‘get the balance right’ has become even
more pronounced. For example, in their comparative
analysis of COVID tracing apps in China, Australia and
New Zealand, Yang, Heemsburgen and Fordyce describe
a shift in surveillance technologies in response to
COVID-19, positing a ‘corona of pandemic surveillance’
to illustrate the way that individuals now ‘broadcast a
halo of information about themselves’ (Yang, Heemsburgen and Fordyce 2021, pp. 193-194).
Galloway observes that although the widespread
use of state and corporate data infrastructure that allows others to construct a picture of our private lives
precedes COVID-19, there has not yet been a universally
compelling basis for the presentation of this data as a
prerequisite for entry into places or institutions, suggesting that contact tracing may become one such justification (Galloway 2020, p. 162). Similar to Yang,
Heemsburgen and Fordyce’s corona or halo of information, Galloway suggests that the use of contact tracing apps has created the ‘COVID cyborg,’ a person ‘enhanced by their COVID tracing data’ (Galloway 2020, p.
163).

As discussed below, the extent to which the Australian community continues to broadcast this type of ‘halo
of personal information’ may depend upon their confidence in the safeguards included in these government
interventions. This includes the promised safeguards
associated with the sharing any COVIDSafe data or using
it for any reason other than contact tracing,17 that Yang,
Heemsburgen and Fordyce argue formed part of the social contract Australians were willing to enter into when
complying with this form of government surveillance
(Yang, Heemsburgen and Fordyce 2021, p. 190).
Leins, Culnane, and Rubinstein highlight the potential fragility of this social acceptance of COVID-19 related government surveillance and consensual information sharing by individuals, noting that a heavy government focus on technological interventions may
overstate the effectiveness of this form of pandemic response at the expense of other public health interventions (such as physical distancing and hygiene practices), that may well provide (greater) justification for
community compliance (Leins, Culnane, and Rubinstein
2020a). For Leins Culnane, and Rubinstein, the central
issue is one of proportionality: if individual’s rights to
privacy are to be limited to pursue the legitimate goal of
protecting public health, then the measures chosen to
achieve that goal must be justifiable on the grounds that
they are both necessary and effective at containing the
disease, and proportionate in their impact on individual
privacy (Leins, Culnane, and Rubinstein 2020a, p. 8). As
discussed below, this element of proportionality appears to be missing in the South Australian legal frameworks governing the collection, use and sharing of personal information in health care settings.
2.3. WHAT CONSTITUTES ‘PERSONAL INFORMATION’ IN
HEALTH CARE SETTINGS

As noted above, one of the ways a person’s privacy can
be justifiably limited is if it is considered necessary and
proportionate to achieving a legitimate public interest,
such as the protection of public health. As the National

16

See, eg, Moulds S. 2020b. “Scrutinising COVID-19 laws: An early glimpse into the scrutiny work of federal parliamentary committees.” Alternative Law Journal 45 (3): pp. 180-187.
17
Privacy Amendment (Public Health Contact Information) Act 2020 (Cth).
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Health and Medical Research Council explains, a range
of Australian laws authorise the collection and use of
personal information (such as a person’s medical history and relationship status) for the purpose of public
health objectives (such as controlling communicable
diseases). To ensure these laws are proportionate in nature, public and private regulatory schemes limit the
use and disclosure of personal information for purposes
other than those for which the information was collected (secondary purposes), subject to certain exceptions (National Health and Medical Research Council
2004, vii- ix). This makes understanding what constitutes ‘personal information’ important for any discussion about the relationship between privacy and other
competing public interests including public health.
What constitutes ‘personal information’ can vary
depending on the perspective of each individual, but as
a matter of law in South Australia, the Premier and Cabinet Circular titled ‘Information Privacy Principles Instructions’ (‘Privacy Principles’) defines ‘personal information’ as:
Information or an opinion, whether true or not, relating to a natural person or the affairs of a natural
person whose identity is apparent, or can reasonably be ascertained, from the information or opinion.18
This definition is also used to define personal information within legislative regimes across Australia, including in the Health Care Act 2008 (SA) s 93(6) and the
Mental Health Act 2009 (SA) s 106(5). However, differences emerge across and within jurisdictions. For example, under the South Australian Public Health Act
2011 (SA) ‘personal information’ includes ‘medical information’ or ‘information related to a person’s personal affairs.’19 Personal information can include electronic records (including videos), x-rays, photographs,
specimens, or entries on computer databases including
administrative databases (SA Health 2019a, p. 3).

As Culnane and Liens have explored (2019), the
technical definition of ‘personal information’, as well as
it’s usage and understanding within the Australian community, has been subject to considerable contestation
and expansion as a result of the digitalisation of personal data. This raises important questions about what
constitutes ‘identifiable’, ‘potentially identifiable’, ‘reidentifiable’ or ‘deidentified’ information within the
context of the laws and policies regulating access to personal information in Australia (Culnane and Liens,
2019).
3.

PERSONAL INFORMATION, CONTACT TRACING
AND PRIVACY IN SOUTH AUSTRALIA

In South Australia there is no Privacy Act or Human
Rights Act and no privacy commissioner to make a complaint to, however South Australian public agencies
must still account for the way they handle personal information by complying with the Privacy Principles and
special Cabinet directives about the handling of personal information. This includes Cabinet Administrative Instruction 1/89 which explains that personal information should not be used except for a ‘purpose to
which it is relevant’ and should not be shared with other
agencies unless a range of criteria apply, which includes
the consent of the owner of the information but also if
the disclosure is ‘reasonably necessary for the enforcement of the criminal law’ or if ‘the person disclosing the
information believes on reasonable grounds that the
disclosure is necessary to prevent or lessen a serious
threat to the life, health or safety of the record-subject
or of some other person’.20 This means that when South
Australians provide information about where they have
been and who they have seen to health authorities for
contact tracing purposes, their personal information
must be handled with great care, but can be shared with
the police and other public agencies in certain circumstances.

18

Government of South Australia, 2020. Information Privacy Principles (IPPS) Instruction, Premier and Cabinet Circular, PC012,
May, cl 3; Health Care Act 2008 (SA) s 93(6).
19
South Australian Public Health Act 2011 (SA) ss 99(4), 100(5).
20
Government of South Australia, 2020. Information Privacy Principles (IPPS) Instruction, Premier and Cabinet Circular, PC012,
May, cls 7-8.
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A qualitative study undertaken by a multidisciplinary team of researchers from the University of South
Australia sought to ask the South Australian community
about how they feel about providing personal information to contact tracers, and whether any changes can
or should be made to support them to participate more
fully in the process. The findings of this research suggest that on the whole South Australians feel confident
about sharing personal information with health authorities and would do so freely and in detail. However, for
some, the prospect of sharing personal details about
their location and contacts triggers past experiences of
trauma or give rise to significant anxiety or concern. The
research also found that South Australians are interested in understanding how the personal information
they provide to contact tracers is used, stored and
shared, and that many do not have access to clear, reliable information about the range of laws and policies that
regulate this area. This finding has parallels to reports
and commentary from other jurisdictions about community attitudes to sharing information with the government for contact tracing purposes.21 Taken together,
these findings highlight the need for governments
around Australia to provide clear, accurate and accessible information about how personal information is accessed, used, disclosed, and shared, and impose clear
limits on the circumstances in which personal information is requested and the purposes for which it can
shared or disclosed. It is these key findings from the
South Australian case study that are explored in further
detail below.

3.1. PRIVACY,
PERSONAL
INFORMATION
HEALTHCARE IN SOUTH AUSTRALIA

AND

The use of personal information within the health care
sector in South Australia is governed by a range of federal and state legislation, policies and Cabinet directives. Working out which law applies in which circumstance can be complex and opaque. This makes it difficult for individuals to access clear information and
know what their rights are when it comes to the use, disclosure or correction of personal information, and the
options available to them if they think that their personal information has been misused. This is exacerbated in the South Australian context, where there is no
central body (such as an Information Commissioner)
tasked with providing information about how personal
information should be used or protected in different
contexts.
In the context of private hospitals and for health
workers in private practice in South Australia, the handling of personal information is governed by the federal
Privacy Act (SA Health 2019b, p. 4).
The handling of personal information by state-run
hospitals, health care clinics, health services and government agencies is governed by the Privacy Principles.22
Part 2 of the Privacy Principles govern the collection, storage, access, use, correction and disclosure of
personal information with which South Australian public sector agencies must comply.23 Similar principles
also apply in other Australian States and Territories (eg

21

See, eg, T. Smieszek, S. Castell, S, A. Barrat, C. Cattuto, P.J. White and G. Krause, 2016. “Contact diaries versus wearable proximity sensors in measuring contact patterns at a conference: method comparison and participants' attitudes.” BMC Infectious Diseases, 16
(1): 341–341; M. E. O'Callaghan, J. Buckley, B. Fitzgerald, K. Johnson, J. Laffey, B. McNicholas, B. Nuseibeh, D. O'Keeffe, I.
O'Keeffe, A. Razzaq, K. Rekana, I. Richardson, A. Simpkin, J. Abedin, C. Storni, D. Tsvyatkova, J. Walsh, T. Welsh and L. Glynn,
2020. “A national survey of attitudes to COVID-19 digital contact tracing in the Republic of Ireland.” Irish Journal of Medical Science, 16:1–25. doi: 10.1007/s11845-020-02389-y; T. McDonald, 2020. Tamara McDonald “Geelong experts to front contact tracing
probe.” Geelong Advertiser, 15 November 2020; J. Paynter, 2021. “Victorian government admits contact tracing ‘fell down’ as wrong
Woolworths store listed.” News.Com.au, 25 May. https://www.news.com.au/national/victoria/news/victorian-government-admitscontact-tracing-fell-down-as-wrong-woolworths-store-listed/news-story/b4749a281e9d072eace9c12e4005238a Accessed 21/6/21; M.
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Territory Privacy Principles (ACT); Patient Confidentiality Policy (WA), Personal information protection principles (Tas) ), with some jurisdictions such as the ACT,
NSW and Tasmania codifying these principles into legislation (Privacy and Personal Information Protection
Act 1998 (NSW); Information Privacy Act 2014 (ACT);
Personal Information Protection Act 2004 (Tas)).
The Privacy Principles apply to the handling of personal information by SA Health, the government agency
that is also primarily responsible for implementing
South Australia’s contact tracing regime. Privacy in relation to people’s health care in South Australia is also
governed by health legislation and regulations, namely
the South Australian Public Health Act 2011 (SA) (herein
after the ‘Public Health Act’), the Health Care Act 2008
(SA) (herein after the ‘Health Care Act’) and the Mental
Health Act 2009 (SA) (herein after the ‘Mental Health
Act’). For example, the Public Health Act lists a patient’s
right ‘to have his or her privacy respected and to have
the benefit of patient confidentiality’ as one of its key
principles, albeit subject to the ‘overriding principle is
that members of the community have a right to be protected from a person whose infectious state or whose
behaviour may present a risk, or an increased risk, of
the transmission of a controlled notifiable condition’. 24
The use of and access to personal information and medical information is also regulated by the Emergency
Management Act 2004 (SA) during a declared emergency (discussed further below).25
SA Health has issued its own Privacy Policy Directive, along with its own Privacy Policy Framework
and Privacy Impact Assessment Policy Framework (SA
Health 2019a). These documents work together to describe the different powers and obligations of key officers within SA with respect to personal information. For
example, the Privacy Policy Directive provides that all

SA Health employees will ‘only access information that
they need to perform their duties’, ‘protect the privacy
and confidentiality of personal information that they
may collect or hold’ and ‘not disclose personal information without legal authority’(SA Health 2019a, p. 4).
SA Health has also made a commitment to ensuring
that “people who come into contact with SA Health have
the right to have their privacy respected” (SA Health
2019a, p. 4). This means that SA Health will comply with
its obligations under the Privacy Principles, the Health
Care Act and the Mental Health Act when it collects, uses,
discloses and stores personal information in its possession (SA Health 2019a, p. 4).
Public sector agencies must not collect information
from individuals by unlawful or unfair means, nor
should it be collected unnecessarily.26 The collection of
information includes “gathering, recording or acquiring
information from any source and by any means” (SA
Health 2019a, p. 8). For collection to be lawful, the record-subject must be told, unless it is obvious, before collection, or as soon as is reasonably practical after collection, the purpose for which information is being collected.27 This is the “purpose of collection”.28 The dominant purpose for which personal information is collected is the ‘primary purpose’ though this term is
broadly understood to mean the provision of care or an
episode of care (SA health 2019a, p. 8). The person
about whom the information relates must be told if the
collection of information is authorised or required by
law and be told in general terms about the usual practices with regard to disclosure of the personal information.29 Agencies are under an obligation to ensure
personal information collected is accurate and up to
date, and may not collect information that is irrelevant
or excessively personal.30
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The Public Health Act contains some particularly
broad powers for health authorities to demand others
‘furnish such information relating to public health as
may be reasonably required’31 for the purposes of the
Act, which include the collection of information about
‘incidence and prevalence of diseases and other risks to
health in South Australia for research or public health
purposes’.32 These powers have been invoked and
broadened in the context of the South Australian response to the COVID-19 pandemic, and with the activation of emergency management legislation such as that
discussed below.
3.2. EMERGENCY DECLARATIONS AND PERSONAL INFORMATION

In response to the outbreak and spread of COVID-19 in
South Australia, the Chief Executive of the Department
of Health and Wellbeing made a public health emergency declaration under the Public Health Act on 15
March 2020.33 This declaration was followed by another declaration by the SA State Coordinator who declared a major emergency on 22 March 2020 under the
Emergency Management Act.34 This declaration can
only be in force for a maximum period of 14 days, unless
extended by the Governor which has occurred on a rolling basis since March 2020.35
The declaration of a Major Emergency under the Act
gives significant far reaching powers to the State Coordinator or an ‘authorised officer’ (such as a police officer
or a doctor) including powers to direct a person to ‘remain isolated or segregated from other persons’36 or direct a person to ‘undergo medical observation,

examination …or treatment’.37 The powers also extend
to providing the State Coordinator with the power to effectively override pre-existing state laws if they are of
the view that ‘that the scope of an emergency is of such
a magnitude that demand for medical goods or services
cannot be met without contravening the laws of the
State’.38
This means that the potential scope of executive-led
emergency lawmaking in response to the COVID-19
pandemic is extremely broad in South Australia, with
flow on implications for the rights and freedoms of the
South Australian community – including rights related
to the handling of their personal information.
3.3. USE AND DISCLOSURE OF PERSONAL INFORMATION

When personal information is collected by a government agency in South Australia, the Privacy Principles
state that agencies can only ‘use’ information to the extent that it is relevant to the purpose of collection.39
‘Use’ means the communication or handling of information within SA Health (SA Health 2019a, p. 9). Separate from ‘use’ is ‘disclosure’ of information, which
means the transfer of the communication or information to another organisation or individual, either by
providing them with a copy or allowing them to access
to the information or giving out summaries (SA Health
2019a, p. 8).
A number of exceptions apply which authorise the
use of personal information for a secondary purpose (a
purpose other than the purpose for which information
was collected), for example where the secondary purpose is ‘clearly related to the primary purpose of

31
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collection and it is one that the record-subject reasonably expects,’40 or where the person provided implied or
express consent to the use.41 Secondary use is also permitted where the use is required by law;42 or where the
agency ‘believes on reasonable grounds that use of personal information is necessary to prevent or lessen a serious threat to the life, health or safety of the recordsubject or of someone else,’43 or suspects that unlawful
activity has been undertaken and discloses the personal
information as a ‘necessary part of its investigation of
the matter or in reporting its concerns to relevant persons or authorities’.44
SA Health staff are bound by the above principles
only in relation to the ‘use’ of information within SA
Health. The ‘disclosure’ of personal information from SA
Health to a third party is governed by separate legislative provisions.45 The disclosure of personal information by SA Health can only occur when:
Disclosure is authorised by the Chief Executive of SA
Health, the CEO of a Local Health Network or SA Ambulance Service or delegate.46 For example a blanket
authorisation has been issued to disclose personal information in order to assist the coroner when investigating a death (SA Health 2019a, p. 11);
The disclosure is required by law or as required for
the administration of the Act or a law of another state or

territory.47 This includes where it is authorised by a
court or tribunal order and includes Commonwealth,
state and territory legislation and the common law. The
SA Health Privacy Policy Framework further clarifies
that where disclosure is authorised, there remains some
discretion as to whether or not personal information
should be handled in that way (SA Health 2019b, p. 12);
The disclosure is at the request, or with consent, of
the person to whom the information relates or a
guardian or medical agent of the person;48
The disclosure is to a relative, carer or friend of the
person to whom the information relates if the disclosure is reasonably required for the treatment,
care or rehabilitation of the person, and there
would be no reason to believe the disclosure would
be contrary to the person’s best interests;49
The disclosure is to a health or service provider and
the disclosure is reasonably required for the treatment, care or rehabilitation of the person to whom
the information relates, or where it is reasonably
required for the management of a hospital or ambulance service;50
The disclosure is reasonably required to lessen or
prevent a serious threat to the life, health or safety
of a person, or a serious threat to public health or
safety;51 or
For medical or sociological research purposes with
ethics approval and where there is no reason to
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believe that the disclosure would be contrary to the
person’s best interests.52
A similar range of authorised disclosure provisions
are included in legislation in other Australian States and
Territories (eg Personal Information Protection Act
2004 (Tas) Schedule 1; Privacy and Personal Information
Protection Act 1998 (NSW) Division 3) with subtle differences in scope and application.
In addition, under the South Australian Public
Health Act, disclosure of personal information can be
authorised where it is reasonably necessary to provide
treatment to a person or to prevent the transmission of
any disease constituting a controlled notifiable condition.53 The Public Health Act also requires medical practitioners and diagnostic laboratories to notify SA Health
in cases suspected of having or diagnosed with specified
infections.54 COVID-19 is listed as a notifiable condition.55 Under section 100 of the Public Health Act, the
minister may authorise a person ‘to have access’ to personal information if it relates to the monitoring of public
health, investigating public health problems, or assessing and improving the quality of public health in
South Australia.56

reporting the matter or appropriate in the circumstances.57 Similarly, an agency may disclose personal information if it is reasonably necessary for the enforcement of the criminal law, imposing a pecuniary penalty,
protection of public revenue, or for the protection of the
interests of the government. 58
These criteria, however, are not replicated in the
Public Health Act, the Health Care Act or the Mental
Health Act. Instead, section 65 of the Health Care Act
provides that ‘information (including confidential information) may be disclosed for the purposes of an authorised activity without the breach of any law or principle
of professional ethics.’ ‘Authorised activities’ include:
quality improvement activity or research activity, that
can be declared as authorised by the Minister pursuant
to section 63 of the Act. As noted above, the Public
Health Act lists a patient’s right ‘to have his or her privacy respected and to have the benefit of patient confidentiality’ as one of its key principles, but makes it clear
that this principle is subject to the:

3.4. SHARING PERSONAL INFORMATION WITH CONTACT
TRACERS

overriding principle … that members of the community have a right to be protected from a person
whose infectious state or whose behaviour may
present a risk, or an increased risk, of the transmission of a controlled notifiable condition’ (emphasis
added).59

According to the Privacy Principles, personal information may be disclosed by an agency such as SA Health
if it suspects that ‘unlawful activity’ or ‘illegal conduct’
has been, is being or may be engaged in and the disclosure of that information is necessary for investigating or

The Public Sector (Data Sharing) Act 2016 (SA) allows for the sharing of data between public sector agencies, and with other entities, to support policy making,
program management and service delivery and planning. This data may include personal information held
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by an agency. The personal information must be deidentified, although section 7(4) of the Act outlines instances where the data does not need to be de-identified. This includes instances where sharing information
is related to a criminal investigation.60 Section 93 of the
Health Care Act and section 106 of the Mental Health Act
permit the disclosure of personal information where the
disclosure is required or authorised by law. This would
include disclosure in accordance with the Public Sector
(Data Sharing) Act, provided that the health information
has not been exempted under the Public Sector (Data
Sharing) Regulations 2017 (SA) (SA Health 2019b, p.
26).
The requirement to treat personal information and
medical information confidentially is also acknowledged in the Emergency Management Act.61 However,
this Act also empowers authorised officers to disclose
information about an individual’s identity in circumstances where someone has, is suspected to have, or is
about to commit an offence against the Act.62 It is also
within the scope of the powers of the State Coordinator
and the Chief Health Officer to introduce directions
which can be used to prescribe new mandatory rules or
even new offences, such as the directives relating to social distancing and border restrictions.63 These powers,
that can be exercised without parliamentary oversight,
have the potential to impact significantly on privacy
rights and information sharing regimes and may require
individuals to provide personal information to a range
of different public officers, and may authorise the disclosure or sharing of this information among public officers, where considered necessary to do so to respond

to an emergency such as the COVID-19 pandemic.64 As
noted above, while intended to apply only to urgent or
unforeseen circumstances, in the case of the COVID-19
pandemic, these emergency law-making powers have
been extended multiple times and many remain in force
some 12 months after first being invoked.65
3.5. COMPLAINTS ABOUT MISUSE OF PERSONAL INFORMATION

In South Australia, if someone believes that a government agency has misused their personal information
and they wish to make a complaint, then they are directed, in the first instance, to contact a senior officer in
that agency (Attorney General’s Department, South Australia, 2020.). If the outcome of this contact is unsatisfactory, then individuals can lodge a complaint in writing with the Privacy Committee.66
If a person makes a complaint, the Committee will
contact the agency concerned for a response to the matter and seek advice as to what action can be taken to resolve the matter. This is also the process for making a
privacy complaint about a federal agency to the OAIC
(OAIC 2020).
Although the federal OAIC has a range of accessible
information and guidance for individuals with concerns
about privacy or seeking to make a complaint, the process in South Australia remains difficult for the public to
access and understand. For example, there is no specific
instruction in the Privacy Principles as to what individuals should do if they believe their personal information
has been misused. It is not clear from the Privacy Principles as to what legal action(s) and remedies are
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available to individuals if their personal information has
been misused.
3.6 PENALTIES AND REMEDIES FOR DATA BREACHES BY
GOVERNMENT OFFICIALS

There are a range of penalties, remedies and directions
that cover unauthorised use and/or disclosure of personal information that apply to individual employees,
but that also cover the disclosure of personal information through data breaches that result in personal information becoming publicly available. For example, under the Public Health Act, a person must not, in connection with a direction or requirement imposed by or under that Act, provide any information that is false or
misleading, the maximum penalty being a $25,000
fine.67 Under the Emergency Management Act, the failure
to comply with a direction is $75,000 for a body corporate or for a natural person, $20,000 or a term of imprisonment of two years.68
Personal information also constitutes an official record under the State Records Act 1997 (SA) and must be
destroyed when no longer required for the purposes for
which it was collected.69 Unauthorised disclosures of
personal information by government officials can also
result in disciplinary action including termination of
employment and could lead to civil action by a complainant (SA Health 2019a, p. 7). However, under the
Public Health Act, any breach of duty imposed on a designated authority under that Act does not give rise to
any civil liability (ss103 and 103A).
The South Australian Government has also published a guideline to advise agencies of what to do in the
event of a data breach that discloses personal information (Government of South Australia 2018). In the
event of such a breach, the agency must act promptly to
report the Privacy Committee, and if it involves tax file
number information, the OAIC. Individuals whose personal information has been disclosed in a personal

information data breach, will only be personally notified
is there is a ‘real risk of serious harm’ as a result of the
breach (Government of South Australia 2018, p. 2). Examples of harm are identity theft, financial loss, loss of
business or employment opportunities, damage to reputation, bullying or marginalisation, insider trading or
unfair commercial advantage (Government of South
Australia 2018, p. 5). Remedial action amounts to notification of parties whose personal information is disclosed so they may take action to mitigate any damage
from the disclosure (Government of South Australia
2018, p. 6), for example cancel credit cards.
3.7 LEGAL CONSEQUENCES FOR FAILING TO PROVIDE
PERSONAL INFORMATION TO A GOVERNMENT AUTHORITY

Under the Public Health Act, the Minister, the Chief Public Health Officer or a council has the power to require a
person to provide information relating to public health
that may be reasonably required for the purposes of the
Act, with a maximum penalty of $25,000 for failure to
comply with this requirement.70 There are also broad
powers for authorised officers to obtain information, articles and documents from individuals, as well as to require individuals to answer questions that are relevant
to enforcing the Public Health Act, and to ascertain
whether an individual is suffering from a notifiable condition.71
The Public Health Act places a general duty upon
people to take all reasonable steps to prevent or minimise any harm to public health caused by, or likely to be
caused by, anything done or omitted to be done by that
person.72 The legal consequences for failing to provide
SA Health with relevant information would depend on
whether the failure to provide that information
amounted to a reckless or intentional act, whether the
information was highly significant or important, and
whether the person’s actions posed a serious risk to
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public health.73 Penalties range from fines of $25,000 up
to $250,000 and prison sentences of between 2-10
years.74
In order to ease COVID-19 restrictions, reopen the
economy and help health officials and contact tracers increase the speed with which they are able to identify the
close contacts of people who have tested positive to
COVID-19, the federal government developed and released the COVIDSafe App on the 27 April 2020 (Select
Committee on COVID-19 2020, p. 43, Burdon and Wang,
2021 p. 36), and in September 2020, the Marshall Government introduced its own smartphone QR Code application to digitally record entry into a large range of public and private premises.75
Downloading and using the COVIDSafe App has always been voluntary. Users enter a name (which can be
a pseudonym), an age range, their mobile number and
their postcode. From this information, the COVIDSafe
App generates an encrypted reference code for the app
on the user’s phone. The COVIDSafe App runs in the
background while the user’s phone is on and uses Bluetooth to register other people close by who also have the
app. When two phones are near each other it generates
a digital handshake which records the other users’ encrypted reference code along with key information like
the date, time, proximity, Bluetooth signal strength and
the phone model. This information is then encrypted
and stored on the users’ phones (Australian Government Department of Health 2020). The COVIDSafe App
stores this information for 21 days, after which it is deleted. Storing this information for 21 days allows for the
14-day incubation period and time it takes to receive a
positive test result (Australian Government Department

of Health 2020). No one can access the encrypted data
on users’ phones, not even the user (Australian Government Department of Health 2020). In the event that a
COVIDSafe App user tests positive, a health official will
ask for the user’s consent to upload their digital handshake information to the National COVIDSafe Data Store
(Australian Government Department of Health 2020).
This data enables contact tracers to quickly and easily
identify and call ‘close contacts’ and direct them to quarantine. Contact tracers do not reveal the identity of the
infected person throughout this process (Australian
Government Department of Health 2020). Users can delete the COVIDSafe App at any time and doing so will delete COVIDSafe App data from users’ phones (Australian
Government Department of Health 2020). Data transferred to the National COVIDSafe Data Store will be destroyed at the end of the pandemic, however, users can
complete a ‘request data deletion form’ to have information deleted sooner (Australian Government Department of Health 2020).
The COVIDSafe App was designed to assist contact
tracers to quickly identify and contact people who may
have been exposed to someone with COVID-19, however, the App has not been utilized as frequently as originally hoped by its proponents and has attracted criticism on the basis that it is difficult for some phone users
to access and unlikely to add much value to humanbased contact tracing techniques.76 For example, the
Senate Select Committee on COVID-19 reported that for
the app to be effective, at least 40% of the population
(approx. 10 million) would need to download and use
the app, however as at August 2020, the app had 7 million users (Select Committee on COVID-19 2020, pp. 43-
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44). The Select Committee also found that by October
2020, the COVIDSafe App had only identified 17 close
contacts who would not have been identified through
the manual tracing process, and the Victorian government paused the use of data from the COVIDSafe App
between July and August 2020, the height of the second
COVID-19 wave, citing concerns over privacy legislation
(Select Committee on COVID-19 2020, p. 148).
Data collected by the COVIDSafe App is subject to
both state and federal laws to do with privacy. The federal government amended the Privacy Act specifically to
address privacy and the COVIDSafe App. The Privacy
Amendment (Public Health Contact Information) Act
2020 (Cth) stipulates that information is to be used by
state and territory health officials for the purpose of
contact tracing,77 and makes it an offence to use or disclose data in any other way.78 Prior to this legislation,
the federal Minister for Health made a declaration under the Biosecurity Act 2015 (Cth) to provide interim
privacy protections for COVIDSafe App users (Australian Government Attorney General’s Department2020).
In November 2020, South Australia entered a short
but severe lockdown after an elderly woman tested positive to COVID-19. This case was linked to a cleaner and
security guard at an Adelaide medi-hotel and became
known as the ‘Parafield cluster’ (discussed further below) (ABC News 2020a). In total, 33 people tested positive to COVID-19. Shortly after the Parafield cluster, the
SA government introduced its own contact tracing system through the COVID SAfe Check-in App to aid the
contact tracing process.79 The COVID SAfe Check-in
App is accessible through the mySAGOV App. The COVID
SAfe Check-in App requires businesses to apply for a QR
code which visitors scan with their app to check-in (ABC
News 2020c). According to the SA government, the
COVID SAfe Check-in App collects and stores personal
data in a secure and encrypted government database for

28 days and is only released to SA Health for the purpose of contact tracing (SA Health 2021c). Concern has
been raised by the Law Society of South Australia that
the requirement for businesses and citizens to use the
COVID SAfe Check-in App effectively means that people
cannot go about their daily lives without complying with
the requirement to ‘check-in’ to every location, meaning
the government has detailed data on the specific movements of any individual and business using the COVID
SAfe Check-in App. The state government has given assurances that the data is stored securely on an encrypted database and that it is only used for the purpose
of contact tracing, however, these assurances are not reflected in any legislative change. The Law Society points
out that there are exceptions in legislation to the use of
personal information for purposes that are not to do
with contact tracing. These exceptions are to do with using personal information for the purposes relating to
the enforcement of the criminal law and suspected unlawful activity (The Law Society of South Australia,
2020).80
Some of the concerns raised by the Law Society
were realised in October 2021 when the South Australian Auditor General released a report reviewing the
COVID SAfe Check-in App and found that, although the
Department of Premier and Cabinet has a process for
destroying data older than 28 days from the production
database, it was retaining ‘backed up’ data for longer
than that period (Auditor General’s Department, 2021).
In addition, the Auditor General found that SA Health
were retaining contact tracing data ‘indefinitely’ for
‘contact tracing purposes’ in line with the Health Care
Act (at p. 2). This led the Auditor General to recommend
(at p. 2) that:
For clarity of community messaging about the retention of data, it would be helpful if SA Health’s
public communications include information about
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COVIDSAfe Check-In. https://www.covid-19.sa.gov.au/restrictions-and-responsibilities/covid-safe-check-in Accessed 25/6/21.
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See also Government of South Australia, 2020. Information Privacy Principles (IPPS) Instruction, Premier and Cabinet Circular,
PC012, May, cls 4(8)(e)-(g), 4(10)(e)-(g).
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this requirement, such as on websites and in digital
media.
SA Health has since responded to this recommendation by including the following as part of the Frequently
Asked Questions provided on the COVIDSAfeApp website:
Your details will be retained for 28 days and then
destroyed within the 7 days following this. These
details will only be released to SA Health if required
for official contact tracing purposes or for managing the COVID-19 pandemic. If your data is required
to be used, it is managed as a confidential health
record and protected under the Health Care Act
2008.81
However, as discussed further below, there is no
specific law in South Australia that sets out the privacy
safeguards and limits applying to the collection, use,
storage and destruction of personal information shared
for the purposes of contact tracing,82 although a private
member’s Bill has been developed that seeks to address
this gap.83 Similar QR CheckIn Apps are now common in
other Australian jurisdictions, including Victoria, ACT
and WA.
3.8 THE PARAFIELD CLUSTER EXAMPLE

The so-called Parafield Cluster in South Australia in November 2020 highlights the significant role privacy concerns can play in gaining the trust of the community and
facilitating effective contact tracing methods. It also
demonstrates the significant economic and social consequences that can flow from incomplete or insufficient
provision of personal information by persons infected
with COVID-19 (Smith, 2020) as well as the rights implications for individuals faced with the dilemma of having
to reveal sensitive, personal information about themselves to government officials.
The so-called ‘Parafield Cluster’ was discovered
when an elderly woman at the Lyell McEwin Hospital in

Adelaide's north tested positive for COVID-19 on 14 November 2021 (ABC News 2020b). The infection was
later linked to a cleaner and security guard at a city
medi-hotel, as well as the Woodville Pizza Bar (ABC
News 2020b). It was later revealed that a 36-year-old
Spanish man working at the Woodville Pizza Bar was responsible for the transmission of the virus, but had ‘mislead’ contact tracers by telling them he had ordered a
takeaway pizza while omitting the fact that he had been
working at the facility (Olle 2020). The South Australian
police set up a taskforce to investigate the provision of
this misleading information (Olle 2020), but this was
later disbanded after prosecutors found insufficient evidence to proceed to trial (ABC News 2020a).
A total of 33 people tested positive as a result of the
Parafield Cluster, which resulted in 5000 people being
quarantined and sent the whole of South Australia into
a short but strict lockdown, estimated to cost around
$100 million (ABC News 2020a). A subsequent review
has found ‘poor ventilation in the corridor at the Peppers medi-hotel was likely responsible for the outbreak’
(ABC News 2020a).
Many within the South Australian community and
Parliament were livid at the thought that their freedoms
and economic activity had been curtailed as a result of a
‘lie’ to contact tracers (Smith 2020). However, others
such as Beale point out that the incident illustrates the
precarious nature of insecure work and the vulnerabilities of those working on restricted visas in Australia,
noting that similar examples have occurred interstate
including in Victoria ‘with the problem of nursing home
staff and meat processing workers still going to work
and not self-isolating despite having COVID symptoms’
(Beale 2020). For Beale, the incident should prompt authorities to consider holistic responses to the socio-economic drivers that leave individuals with no choice but
to undertake multiple jobs in multiple workplaces even
during a pandemic (Beale 2020). The Parafield Cluster
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These Frequently Asked Questions can be downloaded from SA Health website (2021), “COVID-Safe Checkin In”, South Australian Government, available at <https://www.covid-19.sa.gov.au/restrictions-and-responsibilities/covid-safe-check-in> . Accessed
6/12/2021/
82
Compare the legal protections at the federal level, e.g. Privacy Amendment (Public Health Contact Information) Act 2020 (Cth).
83
Emergency Management (Information Security) Amendment Bill 2021 (SA), introduced by the Hon Mark Parnell MLC on 3 February 2021.
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also highlights the need to ensure that clear, accurate information is provided to those subject to interviews by
contact tracers about the protection of their privacy,
and that robust legal protections are in place to guard
against the disclosure of personal information that
could jeopardise a person’s visa status or otherwise
leave them vulnerable to adverse consequences for
their cooperation.
4.

KEY FINDINGS FROM THE SOUTH AUSTRALIAN
CASE STUDY

The above discussion highlights the complex, interconnected web of laws and policies that govern the collection, use, disclosure and sharing of personal information
in South Australia in the context of contact tracing and
other public health responses. Many of these laws and
policies have been designed with two potentially competing goals in mind: (1) protection of public health including from infectious disease, and (2) protection of
the rights and interests of the individual, including the
right to privacy. In general, the content and structure of
these laws and policies strongly favours the first of
these goals – providing authorised officers with the
power to collect, use, disclose and share information if
doing so for the purpose of protecting public health, or
to comply with another law. Some of these regimes contain important safeguards that aim to advance the second goal, including reference to consent-based information sharing and penalties for misuse of personal information (see e.g. Burdon and Wang 2021, Watts
2020), but there is no comprehensive protection for the
right to privacy in South Australia, and in almost every
instance, it is possible for an ‘authorised officer’ to override an individual’s right to privacy in favour of disclosure to promote public health outcomes. Broad discretion is given to Ministers and department heads to prescribe certain activities as ‘authorised activities’ and
certain officers as ‘authorised officers’, potentially expanding the scope of lawful disclosure and sharing of
personal information well beyond health care settings.
The South Australian community may generally be
comfortable with the way the balance between these
two competing goals is currently struck (Moulds et al.
2020), however, as the Parafield Cluster experience
107

shows, there is a growing sense of concern surrounding
the way personal information is used and shared in the
context of contact tracing regimes (Biddle et al. 2020).
Moreover, there is a clear concern at the absence of any
consistent, clear, accessible public information about
the legal rules that apply to the handling of personal information by health authorities. Nor is there any clear,
accessible information about how to make a complaint
about the misuse of personal information in these settings This suggests that South Australia’s contact tracing could be improved by, (a) providing clear, accurate
and accessible information about how personal information is accessed, used, disclosed, and shared and, (b)
imposing clear limits on the circumstance in which personal information is requested and the purposes for
which it can shared or disclosed.
This has led Moulds et al (2021) to recommend that SA
Health should:


provide information about the use and sharing of information collected for contact tracing purposes,
privacy and confidentiality protections, and storage
and disposal of data;
 ensure that short-form Privacy Impact Assessments
are undertaken with respect to all of its contact tracing procedures and processes, including collection,
disclosure, access, sharing, storage and destruction
of personal information;
 undertake an audit of existing laws and delegated
legislation that authorises collection, disclosure, access, sharing storage and destruction of personal information for health purposes to identify with precision the full list of government officers who can
lawfully access, share or disclose information collected for contact tracing purposes;
 Amend the Information Privacy Principles Instruction, South Australian Public Health Act 2011 (SA),
the Health Care Act 2008 (SA) and the Mental Health
Act 2009 (SA) to clarify that:
o personal information can only be collected by a
prescribed list of authorised officers for purposes set in the relevant legislation;
o personal information collected for an authorised purpose cannot be disclosed or shared with
Law in Context, Vol 37, Issue 3; 2021
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third parties (including other government agencies) without the individual’s informed consent,
or when determined to be necessary and proportionate to specified and legitimate purposes
(such as community safety);
the collection, use and disclosure of personal information is subject to meaningful, independent
oversight (for example through regular audits
conducted by the Privacy Committee or South
Australian Ombudsman).

The researchers also recommended that South Australia adopt and apply the Office of the Australian Information Commissioners Draft Guidelines on the Requirements to collect personal information for contact tracing purposes and consider establishing a statutory
framework for the investigation and resolution of privacy-related complaints, for example an Office of the Information Commission, which could also provide a basis
for the development and dissemination of reliable, clear,
accessible public information about South Australia’s
existing privacy protections.
As discussed below, while some of these findings
and recommendations speak directly to the unique features of South Australia’s legal landscape, many translate across Australian jurisdictions. In particular, the
need to provide accurate, accessible legal information to
the community – and in particular the most vulnerable
members of our community – about their rights when
providing information to contact tracers and health officials remains of significant importance to Australians
all over the country. In the next section we highlight
what lessons might be derived from the South Australian study for lawmakers and policy makers in other Australian jurisdictions.
5.

LESSONS FOR OTHER JURISDICTIONS

Three key lessons emerge from the South Australian experience that have relevance for other Australian jurisdictions and transcend the intricacies of the regulatory

landscape in South Australia. These lessons are based
on the themes of preserving the fragile trust in the contact tracing process, enacting nationally consistent safeguards and guidelines for the protection of personal information in health care settings, and adopting a rightsbased approach to policy making in this area. Each of
these themes are explored further below.
Lesson 1: Community compliance with contact tracing
regimes is fragile
Community compliance with and participation in government-led surveillance activities and sharing of personal information with contact tracers is currently high
but remains fragile – it must be protected by continuing
to justify the necessity, effectiveness and proportionality of these information collection regimes. The current
willingness to share an unprecedented amount of personal information is largely contingent on the perception and trust that this information is only being used
for public health purposes.
As noted above, there are gaps in the legal protections for the collection, use, disclosure and sharing of
personal information in some jurisdictions including
South Australia that have the potential to jeopardise
public trust in and compliance with contact tracing regimes. White, McDonald and Willmott note that many of
the statutory frameworks concerning the regulation of
personal information including ‘…a complex web of prohibitions on the disclosure of health information and exceptions to those prohibitions’ (White, McDonald and
Willmott 2018, p. 413). As previously noted, these exceptions are part of seeking an appropriate balance between preserving personal privacy and promoting public health benefits, however in the context of a pandemic
where public health relies on people willingly sharing
personal information, the two goals are intrinsically
linked.
The roll-out of check-in contact tracing apps at the
state level has been accompanied by assurances that the
information will not be used for any other purpose,84
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For example, SA Health, 2021. COVIDSAfe Check-in FAQs for the Community, 7 June. https://www.covid-19.sa.gov.au/__data/assets/pdf_file/0004/329413/20210706-COVID-SAfe-Check-In-FAQs-for-Individuals-FINAL.pdf Accessed 25/6/21; F. Bell, 2020.
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however these assurances have not been accompanied
by legislative reform.
Often strong legislative protections to guard against
disclosure of personal information have only been implemented after incidents involving privacy breaches
have occurred (see eg. Watts, 2020). For example, on 17
June 2021 the WA Parliament passed the Protection of
Information (Entry Registration Information Relating to
COVID-19 and Other Infectious Diseases) Bill 2021 (WA),
after reports that the police had accessed check-in data
attained through the SafeWA contact tracing app to assist with a murder investigation (Manfield 2021). The
Act limits the use and disclosure of entry information to
purposes associated with contact tracing, and creates an
offence where a person discloses entry registry information contrary to the Act.85
The legislative reforms in WA provide a useful
framework for other jurisdictions looking to improve
their privacy safeguards and (re)establish a sense of
trust between the community and the agencies tasked
with collecting and using their sometimes sensitive personal information. ,.
The ‘trustworthiness’ of the federal COVIDSafe App
has been explored in depth by Burdon and Wang (2021)
who identify ‘consistency of regulatory and rhetorical
approaches across the domains of benevolence, integrity and ability’ (p. 44) as key factors impacting on the
trust Australian citizens place in government responses
to the COVID pandemic. For Burdon and Wang, the element of benevolence – such asconsistently signally an
intention to ‘do good’ – is particularly important and
should have guided regulatory rationales and rhetorical
campaigning when it came to the implementation of the
federal COVIDSafe App (2021, p. 44). The authors go on
to explain that while the subsequent legislation Privacy
Amendment (Public Health Contact Information) Act
2020 (Cth) ensured that the collection of personal information by the COVIDSafe App was lawful, it ‘opened the

possibility that the rhetorical campaign was unfair’ (p.
46-47). This suggests that it is critical that law-makers
and policy makers align key elements of trustworthiness (including benevolence, integrity and ability)
across their COVID-19 responses and their public messaging about the purpose and objectives of any
measures designed to collect and share personal information.
Lesson 2: A nationally consistent approach to the protection of privacy
The South Australian experience – coupled with similar
incidences in Western Australia and Victoria (Read
2021; Manfield 2021) - highlight the imperative for developing and implementing a nationally consistent approach to the way personal information is collected,
used, shared and disclosed in health care settings that is
principle based and supported by practical, detailed
guidance for both health care officers and individuals.
The Office of Australian Information Commissioner
supports this objective and has developed a set of Draft
Guidelines on the Requirements to collect personal information for contact tracing purposes, which include
prohibitions on the disclosure of personal information
collected by businesses to other customers and requires
the secure storage of such information by business. The
guidelines also include a general duty to take reasonable steps to protect personal information from misuse,
interference and loss and from authorised access, modification or disclosure. This includes using reasonable
physical and/or Information and Communication Technology controls to limit access to information.
Providing the Australian community with clear, enforceable protections against the non-consensual sharing of their personal information with other government agencies or with the media should be a priority for
the Australian government, particularly in light of recent research which suggests that stigma and shame can
discourage people from getting tested for COVID-19, or

“WA venues to adopt mandatory contact register from December 5 amid coronavirus risk.” ABC News website, 25 November.
https://www.abc.net.au/news/2020-11-25/safe-wa-mandatory-contact-register-to-be-launched-for-businesses/12903504 Accessed
26/6/21.
85
Protection of Information (Entry Registration Information Relating to COVID-19 and Other Infectious Diseases) Bill 2021 (WA) s
6.
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cooperating with contact tracing (Burdon and Wang,
2021; Watts 2020; Culnane and Lien 2019; Barrett and
Brown 2008; Prati, Pietrantoni and Zani 2009).
When consolidating Australia’s laws and policies relating to the collection, use and disclosure of personal
information in health care settings, it is suggested that
consideration be given to the principles set out in the
World Health Organisation’s Joint Statement on Data
Protection and Privacy in the COVID-19 Response,
which require the collection, use and disclosure of personal information to:








be lawful, limited in scope and time, and necessary
and proportionate to specified and legitimate purposes in response to the public health need;
ensure appropriate confidentiality, security, timebound retention and proper destruction or deletion
of data;
ensure that any data exchange adheres to applicable
international law, data protection and privacy principles, and is evaluated based on proper due diligence and risks assessments; and
be transparent in order to build trust in the deployment of current and future efforts alike (World
Health Organisation 2020c).

Lesson 3: A rights-based approach can help law makers and policy makers ‘get the balance right’ between protecting individual privacy and safeguarding public health
Current policy settings across Australia give rise to a
pronounced tension between creating incentives to
share personal information, and policing compliance
with COVID-19 laws. This is exacerbated by legal frameworks that invest executive officers such as senior police officers and senior health officers with broad discretionary powers to formulate and enforce new rules, and
socio-economic factors including insecure work and
temporary visa status that make certain individuals particularly vulnerable if their sensitive personal information is revealed.
Adopting a rights-based approach to privacy law
and policy making is one way to help resolve this tension and could help identify which safeguards and protections could be included in the current regime to help

Law in Context, Vol 37, Issue 3; 2021

strike the right balance between individual privacy and
community protection. Such an approach may also help
inform law-makers and policy-makers of the range of
different regulatory frameworks available to them as
they strive to develop responses that are effective,
trusted and flexible enough to respond to changing technological and health settings.
As Pagallo, Casanovas and Madelin (2019_ observe,
there are a range of different regulatory approaches
available to governments seeking to control access to
and use of personal information and other data. These
range from ‘top-down’ models (such as rules or directives developed and implemented by Parliaments or
Governments) to ‘bottom up’ models (such as voluntary
codes or guidelines developed by business or non-government organisations) (Pagallo et al 2019, p. 2-4). In
the middle exist co-design regulatory models, such as
that developed by the European Union in the form of the
General Data Protection Regulation (GDPR) that aims to
define a ‘middle path between traditional top-down approaches and bottom-up solutions of legal regulation
(Pagallo et al p. 3). The GDPR co-deign approach has the
potential to incorporate rights-based features that are
flexible enough to respond to changing technological
and other developments that impact on government’s
interactions with personal information. This is because
the GDPR co-design approach combines higher level
rights-based principles (such as the accountability principles contained in Article 4 of the GDPR) with ‘second
order’ organisational and technical measures that are
co-designed by those responsible for implementation
on the ground (Pagallo et al 10).
In states where human rights legislation applies
(ACT, Vic, Qld), there are signs that co-design principles
could be integrated within existing regulatory regimes
relating to the management of personal information and
breaches can be taken to the Human Rights or Privacy
Commissioners. In these jurisdictions there is principled-based a ‘human rights check’ before new laws relating to the use, sharing and disclosure of personal information are enacted, but there are also more detailed
guidelines and resources developed for use by individual businesses and agencies.
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For example, the Information Privacy Act 2014
(ACT) contains a set of Territory Privacy Principles
(Schedule 1) that include privacy and accountability
safeguards but also empower individual agencies to develop relevant privacy policies in line with these principles (eg Schedule 1, clause 1.5). These frameworks also
contain usable definitions of ‘personal information’ and
‘sensitive personal information’ (section 6) that are consistently applied across a range of other legal settings
and contexts.
These frameworks could be bolstered and replicated in other Australian jurisdictions to help ensure
that the privacy implications of new directives and directions made by State Coordinators or others exercising emergency powers have been carefully considered
and addressed. These frameworks can help lawmakers
and policy-makers identify more precisely any tensions
between public health objectives and personal privacy
protections, and also underscore the advantages of consulting with a broader range of experts when designing
regulatory frameworks that ultimately depend upon the
trust of the community.
As Galloway has observed, a person’s willingness to
collect and share personal information about their contacts and their whereabouts has become an important
indicator of public worth and social status in the Australian community. There is now a social expectation –
as well as a legal requirement – for individuals to ‘check
in’ to public locations in many Australian states and territories, and those of us with smart phones are effectively carrying around our (digital) personal data as ‘an
extension of ourselves’ (Galloway 2020, p. 163). Galloway warns that this has the potential to lead to scenarios where ‘COVID cyborgs’ are accorded superior rights
than those who are app free, regardless of whether apps
are mandatory (Galloway 2020, pp. 162-163). Discrimination on these grounds is currently outside the existing grounds of Australian discrimination law. (Galloway
2020, p. 165). Galloway suggests that in a world where
technology has become an extension of our body, legal
protections may be necessary for those who choose to
remain app free (Galloway 2020, p. 163). These types of
flow-on implications from the laws and policies created
111

to combat the spread of COVID-19 might have been
overlooked or underestimated in the early stages of the
pandemic response, but as the South Australian experience shows, we can no longer ignore the experiences of
the most vulnerable in our community. Our health depends on their trust in our legal systems and in the decisions of government officials. This makes the need for
a rights-based approach to policy making in this area
particularly critical for the long-term success of our
COVID-19 response.
6.

CONCLUSION

Personal privacy versus public safety is rights trade-off
brought into sharp focus during the COVID-19 pandemic, with flow on implications for the success of contract tracing regimes implemented across Australia.
These contact tracing regimes depend upon the supply
of accurate information by individuals, which in turn depends upon the trust that is placed in health authorities
and other government officials to handle personal information with care. As this article has documented, a
range of different laws govern the collection and use of
personal information by health authorities at the federal level and in each Australian state or territory. Improving the clarity of these rules might help us to ensure
that everyone in our community feels like they can disclose personal information in health care settings including contact tracing for COVID-19.
The South Australian experience highlights the complexities and challenges arising from the top-down legislative, regulatory and policy frameworks that currently apply to the collection and use of personal information in health care and highlights the tension between creating incentives to share personal information
and policing compliance with COVID-19 laws and ensuring robust legal protection for sensitive personal information. Relevant lessons from this experience—based
on the themes of preserving the fragile trust in the contact tracing process, enacting nationally consistent safeguards and guidelines for the protection of personal information in health care settings, and adopting a co-designed, rights-based approach to policy making in this
area—may help to resolve the tension between individual privacy and the protection public health.
Law in Context, Vol 37, Issue 3; 2021
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Understanding how to keep people safe and importantly, how to make them feel safe when sharing
their data, is not only a vital part of a sustainable response to COVID-19 but significant in a range of crisis
situations. Making the rules clear for everyone goes a
long way to ensuring people feel they can tell the truth
when it matters most. As Leins, Culnane and Rubinstein
explain (2020b), there need not be any dichotomy between public health and privacy if we get the legislative
protections right.
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Legislation
AUSTRALIAN LEGISLATION

Charter of Human Rights and Responsibilities Act 2006
(Vic).
COVID-19 Emergency Response Act 2020 (SA).
Emergency
Management
Act
2004
(SA).
Emergency Management (Information Security)
Amendment Bill 2021 (SA).
Health Care Act 2008 (SA).
Health Records Act 2001 (Vic).
Health Records and Information Privacy Act 2002 No 71
(NSW).
Health Records (Privacy and Access) Act 1997 (ACT).
Human Rights Act 2004 (ACT).
Human Rights Act 2019 (Qld).
Information Act 2002 (NT).
Information Privacy Act 2014 (ACT).
Information Privacy Act 2009 (Qld).
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Mental Health Act 2009 (SA)
Personal Information and Protection Act 2004 (Tas).
Privacy Act 1988 (Cth).
Privacy Amendment (Public Health Contact Information) Act 2020 (Cth).
Protection of Information (Entry Registration Information Relating to COVID-19 and Other Infectious Diseases) Bill 2021 (WA).
Public Health Act 2011 (SA).
Public Sector (Data Sharing Act) 2016 (SA).
South Australian Public Health Act 2011 (SA).
State Records Act 1997 (SA).
AUSTRALIAN DELEGATED LEGISLATION

Emergency Management (Public Activities No 15)
(COVID-19) Direction 2020 (SA).
Emergency Management (Public Activities No 23)
(COVID-19) Direction 2021 (SA).
Emergency Management (Public Activities No 24)
(COVID-19) Direction 2021 (SA).
Public Sector (Data Sharing) Regulations 2017 (SA).
South Australian Public Health (Notifiable and Controlled Notifiable Conditions) Regulations 2012 (SA).
INTERNATIONAL LAW

International Covenant for Civil and Political Rights,
opened for signature 16 December 1966, 999 UNTS
171 (entered into force 23 March 1976)

116

